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1.1 How to Use IRM to Manage Your Devices

IRM is a centralized remote device management solution from IEI designed for IT teams, home
users, production line managers, or anyone who wants to monitor and manage computer devices
(such as: computers, servers, etc).

IRM is a web-based solution that provides basic device management capabilities such as device
discovery, monitoring, or management of all critical computing devices on the network, such as
servers, computers, embedded computers, or compact computers.

Centralized management of IRM improves the manageability of IT infrastructure and computer
equipment, and reduces the time required to troubleshoot and analyze system resource

performance.

1.2 Browser Support

IRM supports most modern web browsers. For the best user experience, we recommend using the
latest version of Google Chrome. IRM also supports the latest versions of:
e Safari

e Microsoft Edge

e Firefox
1.3 OS Support
The operating systems supported by IRM are listed below:
e 32-bit OS
o Windows 7
o Windows 8/8.1
e 64-bit OS
o Windows 7 o Ubuntu 16.x
o Windows 8/8.1 o Ubuntu 18.x
o Windows 10 o Ubuntu 20.x
o Window 11 o Ubuntu 22.x
o Windows Server 2012 o CentOS7
o Windows Server 2016 o Debian 8
o Windows Server 2019 o Debian 9
o Window Server 2022 o Debian 10

o Debian 11




1.4 Requirements for Installing IRM

Hardware:
e TS-i410X-8G2H
Software
e Container Station
e |IRMAgent

*Container Station and IRMAgent must be installed before using IRM.

1.5 Installing Container Station, IRMAgentPack and IRM

Step 1: Open QNAP’s App Center and search for "Container Station". If you have not installed
Container Station then an "+ Install" button will appear. Click the "+ Install button".

App Center - 0O X

€3 AppCenter

Hozy  MyApps

. ¥ Z - -
QNAP Store 2
o o %" QVPN
h 3 =
G i ) . ¢

QTS Essentials

Recommended i
QVPN creates secure VPN connections

directly to your QNAP NAS

Partners

ogia B Backup/ Sync
B Business
= Content Management
A Communications
A Developer Tools

¥ Download

Container

@ Entertainment Station
Utilities

a Surveillance

Qi + Install
iliities

1 Home Automation

W security
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Step 2: Open Container Station and follow the installation wizard. After selecting a folder to store
images and containers, click “Start Now”.

Container Statioe -+ X

('/6\) e 09

g oy

/" 5 W)
\ @ ) ContainerStation f !9

\‘7 7,/ LXC+Dockerbuild with all container technologies \

lly createa s

/Container

Start Now »

Step 3: Return to the App Center and search for "IRMAgentPack". If you have not installed
IRMAgentPack then an "+ Install" button will appear. Click the "+ Install button".

App Center = 0O X

€& AppCenter

gz My Apps , . srid ' ~

. "%° QVPN
QTS Essentials . - -

Recommended

QNAP Store

QVPN creates secure VPN connections
directly to your QNAP NAS

Partners

Backup/ Sync

Business

oDk

Content Management
Communications
Developer Tools

Download

IRMAgentPack
Entertainment 0.1.7

+ Install

Surveillance

Utilities

Home Automation

dBD AP« »E

Security




Step 4: Return to the App Center and search for "IRM". An app called "IRM " will be listed. If you
have not installed IRM then an "+ Install" button will appear. Click the "+ Install button”.

App Center

€& AppCenter Q C @

-

g 3 My Apps

CO Video

QNAP Store n
All Apps !

b .
QTS Essentials @ BUXAFE \ . ‘/ B / Your Best Cross-Platform

Recommended ’ Media Management Tool
o} Log In with your QID for
Partners FREE use

Backup/ Sync

Business

8ok

Content Management
Communications

Developer Tools

Temii IRM0.1.7 IRMAgentPack

Entertainment 0.1.7

Surveillance

+ Install I + Install

Utilities l

Home Automation

dB A« E

Security
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With IRM, you can use the Device Discovery feature to discover the network you're in. Device

Discovery allow users to discover computer devices on the current network based on the scan
range they set up and quickly incorporate them into IRM Management. On the Device Discovery
page, users can start scan, stop scan, reset, query scan history, filter scan results, add devices,
generate scan result reports, and send current view as Email.

IRM supports the following two search types:

1. IPrange
2.  Subnet
g, Ia) ® admin ¥
=) Dashboard Dashboard Device Discov... x
I E Device Discovery {11 Device Discovery Q. Alldevices - @ 2 @
”I Device Management  +
Search condition: [l Hostname IP Address Role 0s Status Progress
() Alerts Configuration *) IP Range
_) Subnet
@ Logs v
@ Settings ~ Start Address
10 100 40 1
User Management End Address

Notification Settings

IRMAgent Repository ‘ cancel Scan |

‘ Reset All |

«
Page @ of 0 Mo devices to display

2.1 Start Scan

If the user clicks the "Start Scan" button, IRM will start scanning all the devices within the IP range
or in the subnet. During the scan, discovered devices are placed in order from the top down, and
the user can add the discovered device to IRM without waiting for the scan to finish. Details are
described in Section 2.5 Add a Device to IRM During Scan.

To scan a specific IP range, follow the steps below:
Step 1: Select the IP range.

Step 2: Enter the starting IP address.

Step 3: Enter the ending IP address.

Step 4: Click "Start Scan".




g o g ® admin  ~

(=) Dashboard Dashboard Device Discov... x

I [B Device Discovery Nt Device Discovery Q All devices - ® % @

”l Device Management s

earch condition [ Hostname IP Address Role 0s Status Progress
@ Aerts Configuaton o
(_) Subnet
E] Logs v
@ Settings "~ Start Address
e
User Management End Address
e senigs [0 00 = @
IRMAgent Repository ‘ e — |
‘ Reset All |
« Page @ of 0 No devices to display

To scan a specific subnet range, follow the steps below:
Step 1: Set the subnet.

Step 2: Enter the CIDR, default is 24.
Step 3: Click "Start Scan".

l‘ m g Q : ® admin

@) Dashboard Dashboard Device Discov.. x
[B Device Discovery ”I Device Discovery Q All devices - @ % @
I“ Device Management

Search condition || Hostname IP Address Role 0s Status Progress
® Alerts Configuration O) IP Range

o

El togs v
@3 Settings A Subnet ID:

1010401 /24 o

User Management

Motification Settings

Application Settings
Cancel Scan |

IRMAgent Repository ‘

‘ Reset All |

«

Page @ ofo Mo devices to display




NOTE: IRM uses ICMP protocol to search for devices within a specified IP address range. If the

target device does not allow ICMP requests, IRM will not be able to find the target device. To
support IRM search, enable ICMP requests on the target device.

G@v 4 » Control Panel » Systern and Security » Windows Firewsll ~ [#3 |[ Search Controt Panet

ConotRanet Hee Help protect your computer with Windows Firewall

Allow a program or feature Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through Windows Firewall through the Internet or a network.
@ Change notification settings How does a firewall help protect my computer?
&) Turn Windows Firewall on or What are network locations?
off D
Restore defaults @ Home or work (private) networks Connected (&)
# Advanced settings 0 Networks at home or work where you know and trust the people and devices on the network
Troubleshoot my network
Windows Firewall state: On
Incoming connections: Block all connections to programs that are not on the
list of allowed programs
Active home or work (private) networks: ) Network 2
Notification state: Notify me when Windows Firewall blocks a new
program
. @ Public networks Not Connected ()

See also
Action Center
Network and Sharing Center

File Acton View Help
|20 <868
o Moo vl Ao
= m“;‘m | Hame Group Profile Erabled  Aion  Ovemde  Prognm  LocslAddress  Remote Addeess  Prot
S Connection Security Rule; | piliataad® . File and Printer Sharing Aoy Ay
A Yes Ay Aoy TCP
A Yes I Ay Ary T
Al Yes ] Any Asy TP
A Yes 1 Ay Aery e
An Yes Il Any Anry TP
A Yes 4 Aey Ay o
A Yes 1 Ay Aay e
A Yes 1 tee Ay Any TP,
A Yes Mow  No Any Ay Any e
BrarchCachs Content Betrieal (HTTP-In) BranchCache - Content Retr.. Al No Miow  No SYSTEM  Any Aey R
BranchCache Hosted Cache Server (HTTP-In) BranchCache - Hosted Cach., Al No Alow  No SYSTEM  Any Ay e
@ BaaechCache Peer Discovery (WSD-In) BranchCache - Peer Discove.. All No Atow  No Haystem...  Any Local subnet uop
@ Connectto 3 Network Projector (TCP-In) Connect to » Network Proje..  Pravate, Public  No Alborw No Wdystern...  Anmy Lotal nabinet TP
@ Connect to s Network Projector (TCP-1n) Connectto a Network Proje..  Domain No Allow No HKystem... Ay TP
@ Conmrct to s Network Projector (WSO Everts-in) Connactto s Network Proje..  Private, Publbe  No Aliow No Syiteen Aoy Locsl subnet e
@ Connect to a Network Projector (WSD Events-In) Connect to 3 Network Proje..  Domain No Mow  No System  Any by e
@ Conmect to 3 Network Projector (WSO EvertsSecure-In) Connectto s Netwerk Proje.  Private, Publc  No. Miow Mo Syteen  Any Local subnet TP
@ Connect to 3 Network Projector (WSD EvertsSecure-In) Connectto s Network Proje...  Domain No Alow  No Sytem  Any Any T
@ Conmect to 2 Network Projector (WSD-1n) Connect to a Netwark Proje.. Al No Mow  No Koyten... Aery Local subnet uop
|| € Core Networking - Destimation Unreachable GCMPVS-In) Core Networking A Yer Atow  No Syten  Any Ay Y]
& core . Need.. Core AN Yes Aow  No System Any Ay K™
€ Core Networking - Dynamic Host Configunation Protocol (DHCP-... Core Networking An Yes Alow  No Koytem... Aery Ay uor
€ Core Networking - Dymamic Host C Pv6. Core g A Yes Mow  No Kystem... Ary Ary uop
@ coee . P G6MP-In) Core Al Yes Alow  No Systeen Ay Ay M
€ Core Networking - PHTTPS (TCP-In) Core Networking An Yes Aow  No Sytem Ay Ay e
@ Core Networking - B\ (Pvi-In) Core Networking Al Yes Aow  Ne System  Any Loy |- ]
€ Core Networking - Mucast Listener Done GCMPY-In) Core Networking An Yer Avow  No Syten Ay Loeal subnet KM
o - Madicast Listener Ouery AT MPA-In) Core An Yes Aoy Na Swttern B 1 e al pdhnet oM

NOTE: MS Windows firewall rules will also affect IRM and treat target device as unsupported

device. To solve the problem, go to Control Panel> System & Security> Windows Firewall. Click

the "Advanced Settings" button to set up (as shown below).
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% &P » Control Panel » System and Security » Windows Firewall

[ 43| search Controt Paet 2|

Control Panel Home

Allow a program or feature

through Windows Firewall
& Change notification settings

&) Turn Windows Firewall on or
off

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through the Internet or a network.

How does a firewall help protect my computer?

What are network locations?

Action Center
Network and Sharing Center

Restore defaults @ Home or work (private) networks Connected (&)
I # Advanced settings Ia Networks at home or work where you know and trust the people and devices on the network |
Troubleshoot my network 1
Windows Firewall state: On
Incoming connections: Block all connections to programs that are not on the
list of allowed programs
Active home or work (private) networks: B Network 2
Notification state: Notify me when Windows Firewall blocks a new
program
. @ Public networks Not Connected ()
Seealso

File Action - View  Help

«92@ 80

3 Inbound Rules

8 s et Ao

&3 Outbound Rues Name Group Profile  Enabled  Acticn  Ovemide  Progam  LocalAddeess  RemoteAddress  Protecol  LocalPort  Remote
8 Connection Security Rules || B G003 Chioene (mONS-1n) Google Cheome 7 Yer Niow  No CAProgr.  Any Any uop 5353 Any
. B Montoring @ HomeGroup Prate  No Allow  No Woystem... Any Local subnet TP 3587 Any
HoeneGeoup Praate  No Allow No Yoystem... Any Loca! submet uoP 3540 Any
IS0 Service Domain  No Miow  No KSystem.. Ary Any Tcp Any
1904 Semvice Prate.. No fiow  No Kystem.. Any Local subet e Any
< HTTP Streamin... Maedia Center Extenders ~ No Allow No System Ary Local submet TP Any
~Media Streami.. Media Center Edenders - No Miow Mo System Ay Local submet Tep Any
@ Meca Canter Bxtenders - GWwve (TCP-In)  Madis Center Etenders An No Allow No KSyterm.. Amy Locat subewt TP Any
@ Meca Center Btenders - GWave (UDP-In) - Media Center Extenders A No Mlow  No Kystem.. Ary Local submet uop Any
Meda Centes Extenders - RTSP (TCP-dn)  Madia Center Edenders Y] No Mlow  No KSystem. Any Local subet ep Ay
@ Mes Center Bxtenders - SSOP (UDP-In)  Miedia Center Extenders a No Alow  No Kptem.. Any Local submet uop Any
| @ Meda Center Extenders - WMORM-NO/R... Media Center Etenders A No Mlow o KSystem.. Any Local subeet uop Any
&3 Canter £ JCP4n) Medis Center Etenders AN Allow No Ary Local submet TCP Any
| twork Diicovery 1) Network Oiscovery o No Kéyterm... Any Locat submet upP Any
| € Network Discovery LLMNR-UDP-In) Network Discovery Cut ow  No KSystem.. Any Local submet upp Any
@ Network Discovery (NE-Datagram-dn) Network Discovery Copy ow  No Yystem Any Local subeet uoP Any
|| @ Network Discovery (NE-Datagram-in) Network Oiscovery N ow  No Ypstem  Any Ay uep Any
| @ Network Discovery (NE-Datagram-n) Network Discovery ow  No System  Any Local subeet uoP Any
| @ Network Discovery (NE-Nasme.n) Network Discovery Properties ow  No Gytam Ay Local submet uoP Any
€ Network Discovery (NB-Name-In) Network Discovery ow  No System Ay Local submet upp Any
@ Network Discovery (NG-Name-30) Network Oiscovery Licd low Mo Sptem Any Ay uoe Any
|| @ Network Discovery (Pub-WSD-1n) Network Discovery Domai.. No Mlow  No Kptem.. Any Local submet uop e Any
1@ Network Discovery (Pub-WSD-1n) Network Discovery Private  Yes Allow  No Koystem.. Amy Local subeet uoP ez Any
|| € Retwork Discovery (SSOP-In) Network Discovery Preate  Yes Alow  No Kyt Aey Local subeet uop 1500 Any
|| @ Network Discovery (SSOP-In} Network Discovery Domai.. No Miow  No KSystem... Ary Locat subnet uop 1390 Ay
& Network Discovery (UPAP-In) Network Discovery Proate  Yes Aiow  No Sytem Any Local subeet Ter 2869 Any
@ Network Discovery (UPAP-In) Network Discovery Domain  No Mlow  No Sptem  Any Any e 269 Any
|| @ Network Discovery (UPnP-In) Network Discovery Pubic  No Miow  No System Any Local submet o 265 Any
0 Moo taiek Divse oy (WS Fuprts-In) Netwntk Diiemmey Puble Na Al No. Saitem A Loest bt TP 5387 Ay




2.2 Stop Scanning

During a scan, the user can click the Cancel Scan button to stop the scan.

@ Dashboard Dashboard

[ﬁ Device Discovery I” Device Discovery
“l Device Management  ~
Search condition

() Alerts Configuration

Notification Settings

B Logs v
Subnet 1D;
33 Settings A 10.10.40.1 124
User Management ;
‘ Start Scan

Scanning (2%)

«

History

2.3 Resetting

IRMAgent Repository ‘ Reset All

Device Discov...

Hostname

B10802373-N

B10901419-N

B10801619-N

B11001086-P

B10801878-N

B11000025-P

SD-PETERLE..

NASA9T03A-.

Page

IP Address

10.10.40.18

10.10.40.20

10.10.40.22

10.10.40.25

10.10.40.26

10.10.40.38

10.10.40.43

10.10.40.50

of 1

@) admin ~

e B B2 0

Progress

Scanning.

Scanning...

Scanning...

Scanning...

Scanning.

Scanning.

Scanning.

Scanning.

The user can reset the settings after the scan is completed or after having clicked on the scan

history. When the Reset All button is clicked, the contents of the table on the right side of the

screen will be cleared.

@ Dashboard Dashboard

R Device Discovery ”I Device Discovery

“t Device Management s
Search condition:

® Alerts Configuration () IP Range
(=) Subnet
@ Logs v
Subnet ID:
€3 settings A 10.10.40.1 1 24

User Management

Motification Settings

e a Cancel Scan
Application Settings |

Device Discov..

IRMAgent Repository Reset All

History

#2023-05-1616:11:10
«

Hostname

B10802373-N

B10901419-N

B10801619-N

B11001086-P

B10801878-N

B11000025-P

SD-PETERLE ..

NAS49103A-.

Page 1

IP Address

10.10.40.18

10.10.40.20

10.10.40.22

10.10.40.25

10.10.40.26

10.10.40.38

10.10.40.43

10.10.40.50

of 1

(i

@) admin ~

®© B = O

Progress

© Canceled

Canceled

Canceled

Canceled

Canceled

Canceled

Canceled

Canceled
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2.4 Steps to Add the Device to IRM

Users can select a device from the list of discovered devices and click "Add Devices to IRM"
button to add one or more devices to IRM. Different types of devices have different add methods:
1.  Users of Linux device must provide administrator account and password to allow IRM
to install the IRMAgent on the remote device. After successful installation, IRM will be
able to monitor and manage the device.
2. Users of MS Windows device must download IRMAgent to the machine to be
installed and extract the IRMAgent archive on the machine to run the installation
program. After successful installation, IRM will be able to monitor and manage the

device.

Step 1: Select the device you want to add from the list of discovered devices, you can select
multiple devices.

Step 2: Click the "Add devices to IRM" button.

i m & o ® admin  ~

@ Dashboard Dashboard Device Discov. X °
E Device Discovery !} Device Discovery Q Al devices - @ [y @
”l Device Management ) H 1P Add t Rol 0s s P

search condition: | Hostname ress ole tatus rogress

i i (=) IP Range

@ Alerts Configuration 1 10.10.40.10 10.10.40.10 Router Cisco New Device © Completed

(_) Subnet
B Logs v

Start Address [ 10.10.40.11 10.10.40.11 Router Cisco New Device @ completed
83 settings A 10 10 4 B

End Address c B10802373-N 10.10.40.18 Device Windows New Device @ completed

User Management
10 10 40 20 . .
| B10901419-N 10.10.40.20 Device Windows New Device ©@ completed

Notification Settings
Start Scan

Application Settings

Cancel Scan

IRMAgent Repository

Reset All

Scan Completed (100%)

«

- Page 1 of 1 1-40f4

Step 3: Select the devices to be added in the device list screen.




@ Add Devices to IRM

Add devices to IRM
The devices you want to add by discovery are:

Hostname IP Address 0s Status

'  B10802373-N 10.10.40.18 Windows 9 ot Monitored

Add selected devices

Step 4: Different device types (Windows device or Linux device) have different installation
methods, which are described in the following sections.

2.4.1 Windows Devices

If a Windows device is selected in Step 3 of Section 2.4, you will be prompted to download

IRMAgent for Windows. Click "Download" next to "Download Windows IRMAgent" to download

the installation package.




Step 1: Users can select the appropriate IRMAgent installation package.

ﬁ Add Devices to IRM

Download IRMAgent

Install IRMAgent on the Windows/Linux device you want to add. Once installed, you can proceed to the next step.

Download IRMAgent:

Download Windows IRMAgent

A Download and install Microsoft \MNet Framework (For Windows 7)

Download Linux |IRMAgent

IRMAgent must be installed before the device can be added.
View step-by-step instructions

Download #
32-bit

64-bit
Download
Download »

Next

Step 2: Copy the installation package to the device to be managed.

<~ G A FE=Z | kips//10.10.40.50/irm/

] Add Devices to IRM

IRMAgent_Windows_1684392760625 zip

= & L & @
Boa -

Download IRMAgent

Install IRMAgent on the Windows;/Linux device you want to add. Once installed, you can proceed to the next step

Download IRMAgent:

Download Windows IRMAgent

nJ
o
NET

Download and install Microsoft .Net Framework (For Windows 7)

Download Linux IRMAgent

IRMAgent must be installed before the device can be added.
View step-by-step instructions

Download »
Download
Download »




Unzip the installer, right click on the installer and select "Run as administrator”.

1) v Applkation Tools  QRMAgent_ Windows_1 502682621458 - [=] *
Home Share View Manage (7]
(& u & Cut L B x ii T:' » [EOpen~  [Hselecan
= wii Copy path {1~ — Edit Select none
nt b Copy Faste . Move Copy Delete Renome New Properties o
s [ paste shosteut goe  tov Tolaer v @ Hitory (7 lvert selection
Clipboare Organize New Open Select
T » ThisPC » D« » QRMAgent Windows_1 v © | Search QRMAgent_Windows_.. 2
4] Documents  ~ Mame 2 Date mod#ied Type Sae
] Pictures of | config 8/14/201 1AM  Text Document 1K8
oniine help 2 orMAger 1L147@
e 3
Run as administrator
Screenshots
&5 Troublethoot compatibility
Pin to Start
@ OneDrive Shatewith >
W ThsPC @ 23 Q/MAgent-AMDES-Setup.oxe L ER S SUBEBRV)
[ Deskicp Pin to tagkcbar
4] Documents Restore previous versions.
& Downloads Send to >
D Musie Cut
& Picures Copy
I Videos Create shorteut
- RRAEE () Delete
s DATA (D) Rename
ws DATA (D) Properties
2items 1 item selected 304 MB &

Step 4:
Step 5:

Click "Next".

Click "Yes" to allow the installer to make changes to your device.

E IRMAgentService Setup

X

Welcome to IRMAgentService Setup

Setup will guide you through the installation of
IRMAgentService,

Itis recommended that you close all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Next to continue,

I next > 1| Cancel




Step 6: Choose the IP address and click "Next".

@ RMAgentService Setup — X

IRM Server IP or Hostname:
10.10.40.50

IRM Client IP Address:

10.10.100.57 ~

Mullsaft Install Syskem w3.0

<Back |[ mext> | | cancel

Step 7: Enter the Username and Password of IRM.

u IRMAgentService Setup — >

Enter Usemame & Password
Enter your IRM's username and password to continue.

Please enter your username and password before continuing. ..

Enter Username and Password

Username: | |

Password: | |

Mullsaft Install System «3.0

<Back |[ Next> | | Cancel

Step 8: If 2-step Verification is enabled then you must enter the security code.




BNV A N AT HEER TR A E. v A e

@ ®
I E I/Integration!Corp.

Step 9: The IRMAgentService will be installed.

E IRMAgentService Setup —

Installing
Please wait while IRMAgentService is being installed.

Extract: gemEncryptExtIV128.rsp

Mullsaft Install Syskem w3.0

< Badk Mext > Cancel

Step 10: Click "Finish" and you will see the installation status in the device list.

E IRMAgentService Setup —

Completing IRMAgentService Setup

IRMAgentService has been installed on your computer.

Click Finish to dose Setup.

Mote: You must dick Finish to complete the installation
process.




2.4.2 Linux Devices

If a Linux device is selected in Step 3 of Section 2.4, you will be prompted to download

IRMAgent for Linux. Click "Download" next to "Download Linux IRMAgent".

@ Add Devices to IRM

Download IRMAgent

Install IRMAgent on the Windows/Linux device you want to add. Once installed, you can proceed to the next step

Download IRMAgent:

Download Windows IRMAgent Download P
{3! Download and install Microsoft .Net Framewaork (For Windows 7) Download
NET
Download Linux IRMAgent Download P
Ubuntu
IRMAgent must be installed before the device can be added. Debian
View step-by-step instructions
CentOs

Mext

Step 1: After the IRMAgent installation package has been downloaded, copy it to the Linux
device to be managed.




D | @ nassiosas X | @ m’m x = = a
< O A F=Z2 | bipsy/10.10.40.50/irm/ A g = 1 @ .
0 oa -

t_Linux_1684294403744 zip

Add Devices to IRM

Download IRMAgent

Install IRMAgent on the Windows/Linux device you want to add. Once installed, you can proceed to the next step.

Download IRMAgent:

Download Windows IRMAgent Download B

Download and install Microsoft _Met Framework (For Windows 7) Download

Download Linux IRMAgent Download B

IRMAgent must be installed before the device can be added.
View step-by-step instructions

Step 2: In the Linux shell, unzip the IRMAgent installation package.

ubuntu@ubuntu14: ~

ubuntu@ubuntul4:~$
ubuntu@ubuntu14:~$
ubuntu@ubuntu14:~$
ubuntu@ubuntul4:~$ unzip QRMAgent_Linux_1504145467412.zip l

Use the following command to run the IRMAgent installation program:
“sudo bash InstallUbuntulRMAgent.sh <Client IP Address>"

ubuntu@ubuntu14: ~/QRMAgent_Linux_installer

ubuntu@ubuntul4:~/QRMAgent_Linux_installer$
ubuntu@ubuntu14:~/QRMAgent_Linux_installer$
ubuntu@ubuntul4:~/QRMAgent_Linux_installer$
ubuntu@ubuntu14:~/QRMAgent_Linux_installer$
ubuntu@ubuntuil4:~/QRMAgent_Linux_installer$ sudo bash InstalluUbuntuQRMAgent.sh 192.168.100.95 I
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Step 3: Enter the IRM Username and Password.

< Y —

ubuntu@ubuntu14: ~/QRMAgent_Linux_installer

ubuntu@ubuntu14:~/QRMAgent_Linux_installer$

ubuntu@ubuntu14:~/QRMAgent_Linux_installer$

ubuntu@ubuntu14:~/QRMAgent_Linux_installer$

ubuntu@ubuntu14:~/QRMAgent_Linux_installer$ sudo bash InstallubuntuQRMAgent.sh 192.168.100.95

Please enter your QRM+'s usename and password to continue.
Please enter your QRM+'s usename:

test

Please enter your QRM+'s password:

test

Step 4: Confirm your sign in with 2-step Verification (if enabled).

P

ubuntu@ubuntu14: ~/QRMAgent_Linux_installer

--2017-09-11 17:14:45-- http://192.168.100.1:8080/qrmplusapi/api/vl/account/login
Connecting to 192.168.100.1:8080...connected.

HTTP rgquest sent, awaiting response... 200 OK

Length: 105 [application/json]

Saving to: ‘response.json’

100%[ =>] 105
2017-09-11 17:14:45 (14.9 MB/s) - ‘response.json’ saved [105/105]

The first level of authentication is successfully completed. Please enter the security code to proce
ed.

1) Security Code

2) Lost phone

i

Please enter security code.

Security code:

123456

Step 5: The installation process will be displayed.

o6e e

ubuntu@ubuntu14: ~/QRMAgent_Linux_installer

--2017-09-11 17:16:04-- http://192.168.100.1:8080/qrmplusapi/api/vl/account/login
Connecting to 192.168.100.1:8080...connected.

HTTP request sent, awaiting response... 200 OK

Length: 936 [application/json]

Saving to: ‘sec_answer_response.json’

=>] 936

PYTHON_PATH: Jusr/bin/python
PYTHON_VERSION: 2.7.6

System Information:
CPU: Genuinelntel
CPU Arch: x86_64
0S Name: Linux
0S Version: 3.13.0-32-generic
Distribution: Ubuntu 14.04

Step 6: You will see the device status in the list.

Page 20




2.5 Add a Device to IRM During Scan

Step 1: During the scanning process, select the device to be added as labeled 1 and click the
button "Add devices to IRM" as labeled 2.

» Dashboard 10.10.40.36 X

{11 Device Discovery

[ Hi
Cancel Scan
_— | 1010405
‘ Reset All ‘
' © ] 1010406
Scanning (15%)
- _ | 1010407
1010408

History O

[/ 10.10.409

~ 10104000

[ 10104011
B10802373-N
- Page 1 of1

Device Discov...

IP Address

10.10.40.5

10.10.40.6

10.10.40.7

10.10.40.8

10.10.40.9

10.10.40.10

10.10.40.11

10.10.401

All devices

Q

Role 0s Status

1-180f18

Step 2: Refer to Section 2.4 Steps to Add the Device to IRM to add devices.

2.6 Scan History

IRM maintains a scan history. Users can view the last 5 scans in the history pane of the left column

and select the device to install in IRM from the list of discovered devices. Just follow the tutorial in

Section 2.4 Steps to Add the Device to IRM to add devices to IRM.

® admin ¥

@
el e = oo

Progress
Scanning..
Scanning..
Scanning..
Scanning.
Scanning...
Scanning.
Scanning.

Scanning...
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Main Dashboard




The Dashboard is the main page of IRM. In the Dashboard, you can add multiple widgets to

monitor the health of your device or server. This page allows users to add, remove, reorganize or

choose layout, export as PDF, email current view and update widgets.

Note: Devices need to be added to IRM before they can be monitored using gadgets in the

dashboard.

3.1 Add Widget

Users can add gadgets to the dashboard to continuously monitor the health of the device or server.

The following information can be monitored:

CPU usage

Disk usage

o 0N~

Memory usage

Network usage

General health status

Users can customize their own Dashboard to monitor multiple devices at the same time. Setup

steps are described below:

Step 1: Go to the Dashboard page and click the "Add Widget" button.

@ Dashboard

[B Device Discovery

“I Device Management s
(D Alerts Configuration

Bl Logs v

@ Settings v

Dashboard

@ Dashboard

Device State Change Log

® admin ~

2 columns - C @ @ % @

Server Health Overview

Hostname IP Address ‘ State St.. ‘
B11100691-N 10.10.100.225 B o
B11100695N 10.10.4036 B - ®zup
® 0 Down
@ 0 Not reachable
Memory Utilization (Top 10) Shutdown Devices (Recent 10)
Hostname IP Address % Utilization Hostname IP Address Shutdown Time
B11100695-N 10.10.40.36 06410 %
B11100691-N 10.10.100.225 36.50 %

No data could be shown.




Step 2: Select the type of data you want to monitor:

(1) Select the data type you want to monitor in the left column. There are six types: CPU

usage, memory usage, disk usage, network usage and general health status.

(2) Select the method of data presentation that matches your needs.

(3) Click "Next".

Add widget

o Dashboard metric

|{§}CPU°

Memory

@ Disk

——  Metwork

irH General

CPU Utilization (Top 10)

This widget shows the top 10 devices by their respective Average CPU
Utilization.

CPU Utilization (Live) e
An area chart showing the live Average CPU Utilization of the managed

device. This widget will keep updating according to the interval
between real-time scans.

CPU Utilization (24H)

An area chart showing the value from the previous 24 hours for the
Average CPU Utilization of the managed device

Next

Step 3: After selecting the device you want to monitor, click "Next".




Add widget
o Dashboard metric ° CPU Utilization (Live)

{-‘g} cPU Hostname IP Address Device Tag Managed by Operating S...

B11100691-N  10.10.100.225 o IRMAgent Microsoft Wi...

@ Disk

]
Ty Metwork

General

B11100695-N 10.10.40.36 IRMAgent Microsoft Wi...

Previous l l Mext

Step 4: After selecting the type of chart, click the "Add Widget" button to complete the operation.

I Add widget ®

o Dashboard metric ° CPU Utilization (Live) e B11100691-N

ﬁ} CPU Widget Type

Area Chart o
Memory

@ Disk

]
s Network

General

Previous l l Add Widget




IrRM

5> Dashboard

@ Dashboard

Memory Utilization (Top 10)

2columns ~

Shutdown Devices (Recent 10)

™
D

@) admin ~

@ c o B =32 ®

Hostname IP Address % Utilization Hostname IP Add down Time
B11100695-N 10.10.40.36 65.50 %
B11100691-N 10.10.100.225 48.60 %
No data could be shown
Disk Utilization (Top 10) CPU Utilization (Live)
Hostname IP Address % Utilization B11100691-N
100

B11100695-N 10.10.40.36 64.66 %

= 80
B11100691-N 10.10.100.225 20.28% 8

@ 60

=)

E

*®

0+
13:10:02 131002 131022 13:10:32 131042 131052 13m
Time

3.2 Delete All Widgets in the Dashboard

Setup steps: Go to the Dashboard page and click the "Delete All Widgets" button.




IRM

5 Dashboard

@ Dashboard

Device State Change Log

2coumns + @ . B =2 ®

: Server Health Overview

Disk Utilization (Top 10)

Hostname IP Address | State ‘ State Change Ti...
B11100691-N 1010100225 B 05172023 010m:
B11100695-N 10.10.40.36 B 05172023 0102 ®2up
® 0Down

@ 0 Mot reachable

H Memory Utilization (Top 10)

Hostname IP Address Hostname IP Address
B11100695-N 10.10.40.36 64.66 % B11100695-M 10.10.40.36 66.00 %
B11100691-N 10.10.100.225 20.30 % B11100691-N 10.10.100.225 50.60 %
3.3 Refresh All Widgets in the Dashboard
Setup steps: Go to the Dashboard page and click the Refresh button.
l‘m g 0O i ® admin ¥

5 Dashboard

@ Dashboard

Device State Change Log

2coumns @ . T A =32 @

: Server Health Overview

Disk Utilization (Top 10)

Hostname IP Address | State ‘ State Change Ti...
B11100601-N 1010100225 T 051712023 0108
B11100695N 10.10.40.36 B 0572023 0102 ®zup
® 0Down

© 0 Mot reachable

: Memory Utilization (Top 10)

Hostname IP Address % Utilization Hostname IP Address % Utilization
B11100695-N 10.10.40.36 64.66 % B11100695-N 10.10.40.36 66.00 %
B11100691-M 10.10.100.225 20.30 % B11100691-N 10.10.100.225 50.60 %
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3.4 Select the Layout Mode

User can adjust the layout of the main Dashboard according to their requirements. IRM Dashboard

provides:

e 1 column display
e 2 columns display

e 3 columns display
After selecting one of the three layout modes, all widgets will be adjusted accordingly. Setup steps
are described below:
Step 1: Go to the Dashboard page and click the select layout menu.

Step 2: Select "1 column”, "2 columns" or "3 columns" from the dropdown list.

/ I‘m & 0D @ admin v

> Dashboard

@ Dashboard c @ B =B e
. 1 column =
Device State Change Log H Server Health Overviel v 2 columns
Hostname IP Address ‘ State State Change Ti... 3 columns

B11100691- 1010100225 I o5/17/2023 010

B11100695-N 10.10.40.36 “ 05/17/2023 01:02

®2Up
® 0Down

@ 0 Not reachable

Disk Utilization (Top 10) E Memory Utilization (Top 10)

Hostname IP Address % Utilization Hostname IP Address % Utilization
B11100695-N 10.10.40.36 64.67 % B11100695-N 10.10.40.36 70.30 %
B11100691-N 10.10.100.225 20.31 % B11100691-N 10.10.100.225 53.20%

3.5 Export as PDF File

You can export view from the current dashboard as PDF files and download them to your local

computer. Setup steps are described below:

Step 1: Go to the Dashboard page and click the Export as PDF File button.




IrRM & 0 @) admin ~
5 Dashboard
@) Dashboard dcoumns + @ ¢ @ 2 ®
Device State Change Log Server Health Overview E
Hostname IP Address | State ‘ State Change Ti...
B11100601-N 1010100225 T 0572023 0108
B11100695-N 10.10.40.36 BT osnvzzz 0102 ezup
® 0 Down
T 0 Mot reachable
Disk Utilization (Top 10) E Memory Utilization (Top 10) E
Hostname IP Address Hostname IP Address % Utilization
B11100695-N 10.10.40.36 64.66 % B11100695-N 10.10.40.36 66.00 %
B11100691-N 1010100225 2030% B11100691-N 10.10.100.225 50.60 %
- H n H H "
Step 2: Showing "Generating View as PDF".
Step 3: Download the view to the local computer.
é, O H ® admin ¥
3 Dashboard
@ Dashboard ® C w E % @
- Export as PDF
Device State Change Log E Server Health Overview E
Hostname IP Address ‘ State | State Change Ti...
B11100691-N 10.10.100.225 I 051772023 01:08:.
B11100695N 10.10.40.36 BT 05172023 0102 ®z2up
® 0Down

Disk Utilization (Top 10)

Memory Utilization (Top 10)

™ 0 Mot reachable

B11100691-4 10.10.100.225

Hostname IP Address % Utilization Hostname IP Address % Utilization
B11100695-N 10.10.40.36 64.65 % B11100695-N 10.10.40.36 68.40 %
B11100691-N 10.10.100.225 20.32%

55.20%
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3.6 Email Current View

IRM

You can export the view from your current dashboard as PDF files and email them to a custom

Email address. (Note: This function requires SMTP-related settings to be set up in the "Settings"

page). Setup steps are described below:

Step 1: Go to the Dashboard page and click the "Email current view" button.

g, [A) @ admin ¥
@ Dashboard Dashboard
[B Device Discovery @ Dashboard 2 columns ~ ® C ] E @
Nl Device Management  +
Device State Change Log Server Health Overview
() Alerts Configuration
Hostname IP Address | State St.. |
B Logs Rz B11100695- 10104036 [ e S
§83 settings v B11100691-N 1010100225 [ e S ezup
@ 0Down
@ 0 Mot reachable
CPU Utilization (Live) Memory Utilization (Top 10)
B11100691-N Hostname IP Address % Utilization
100
B11100695-N 10.10.40.36 57.70 %
= 80
-_g B11100691-N 10.10.100.225 54.30 %
™ 60
n-]
=X
« # 20
1 slatbevaaig cladisataal hd
. H H H n "
Step 2: After entering the mail address, click the "Send" button.
X

Email

email.

Enter the email address of the person to send the report to. The
report will be converted to a PDF document and attached to the

admin@gmail.com

D Email Address:
0 -

Cancel




Step 3: When "Sending email..." message appears, the mail is being sent in the background.

1y sending email to specified email address(s)
3% g g, A @ admin
@ Dashboard Dashboard
[ﬁ Device Discovery @ Dashboard 2 columns ~ ® C ] E % @
NI Device Management  «
Device State Change Log Server Health Overview
() Alerts Configuration
Hostname IP Address | State ‘ St..
B Logs Rz B11100695- 10104036 [ e S
&3 Settings v B11100691-N 10.10.100.225 [ e S ez2up
@ 0Down
@ 0 Mot reachable
CPU Utilization (Live) Memory Utilization (Top 10)
B11100691-N Hostname IP Address % Utilization
100
B11100695-N 10.10.40.36 57.70 %
= 80
-_g B11100691-N 10.10.100.225 54.30 %
= 60
"]
Su
« # 20
1 slatbevaaig cladisataal

3.7 Real-time and Historical Data Presentation

IRM provides both real-time and historical data presentation:

1.  Real-time Data Widget: Updates your data every 10 seconds after you have added the

widget.

2. 24 Hours Data Widget: displays historical data trends of the last 24 hours at any time,
updated once every 60 seconds.

Note: All widgets can be dragged and moved within the Dashboard.
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Device Management




4.1 Device List

The Device Management page provides a list of all the devices currently managed by IRM, along
with their brief information and associated status. Users can quickly find the device and find out

their current status using the Device Management page.

g A ® admin ¥
%) Dashboard Dashboard Notification S... X All Devices x
[B Device Discovery I” Device Management / All Devices Q Action ® \m} C @
I pevice Management A @ My Network | Hostname IP Address Device Tag M. | B.. O.. | Role Staty
. i g 1010.100.0/23 (1)
lllBevices i & 10.10.40.0/23 (1) [ ®BI11100691-N  1010100.225 @ 1. A M. Device @ wonitc
—-§ Dynamic Groups
Network Topolo : .
ey Lo A ) [ ®BI1100695N  10.10.40.36 @ 1. A. M. Device @ wonitc
® Alerts Configuration L. IRMAgent-Windows (2)
. IRMAgent-Linux (0)
E) Logs v .. Installation failure (0)
£33 Settings v
“ 3
«
Page 1 of 1 1-20f2

4.1.1 Device Name

Device Name not only differentiates the different devices, through different light colors, it also

shows its current connection status with IRM.

4.1.2 Status

Users will know whether the device is currently being monitored by IRM by looking at the Status

column. Additional IRMAgent must be installed for it to be monitored via IRM.
4.1.3 Add Device

Users can add devices to IRM management via the Add Device feature. To add devices, follow the

steps below:

Step 1: Click the "Add Device" button.




@ Dashboard

™
D

@) admin ~

Dashboard Notification S... X All Devices
[B Device Discovery Nt Device Management / All Devices Q Action ~ oW C @
11 pevice Management @ My Network O H 1P Add Device Tag M. B.. O. Role Staty
) L. & 1010.100.0/23 (1)
alibevices i & 10.10.40.0/23 (1) [ ®BI1100601-H  10.10.100.225 @ 1. A. M. Device © Monit
Network Topology - Dynamic Groups
Al (2) [] ®BII100695N  10.10.40.36 @ 1. A. M. Deice @ Monit
() Alerts Configuration REEgeHindone )
IRMAgent-Linux (0)
E| Logs v L. Installation failure (0)
£33 Settings W
4 »
« Page 1 of 1 1-20f2
Step 2: Choose how you want to add the device.
1. Quickly add the specified device
2. Search the network to help you find the device to add
. (<}
Add Devices to IRM

(2)
2

o

How to Add

Add devices to IRM

(3)
2,

How would you like to add a device?

(= You know exactly which device you want to manage

(__ Scan your network and then select

Mext




4.1.3.1 Quickly add the specified device

Select "You know exactly which device you want to manage”, and click the "Next" button.

Add Devices to IRM

o ©) ® ®

How to Add

Add devices to IRM

How would you like to add a device?

(=) You know exactly which device you want to manage I

(_ Scan your network and then select

Next

1. Windows Devices

Step 1: Select "Windows Device", and click the "Next" button.

Add Devices to IRM

® o

How to Add Select Device Type

®
®

Add devices to IRM

Select the device type to be added

Device type

(#) Windows Devices

() Linux Devices

‘f revious
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IRM

Step 2: Click the "Download Windows IRMAgent" button to download the installation package.

ﬁ Add Devices to IRM @

Download IRMAgent

Install IRMAgent on the Windows/Linux device you want to add. Once installed, you can proceed to the next step.

Download IRMAgent:

Download Windows IRMAgent Download ®
32-bit
64-bit
‘wmu. Download and install Microsoft Met Framework (For Windows 7) Download
NET
Download Linux IRMAgent Download »

IRMAgent must be installed before the device can be added.
View step-by-step instructions

Next

Step 3: Copy the installation package to the device you want to manage. After decompressing
and running the installation program, you can check the installation status in the device
list.

Refer to Section 2.4 Steps to Add the Device to IRM to know installation instructions.

2. Linux Devices

Step 1: Select "Linux Device", and click the "Next" button.




Add Devices to IRM

©

® o

How to Add Select Device Type

Add devices to IRM

Select the device type to be added

Device type

(_) Windows Devices

(#) Linux Devices

Previous

Next

Step 2: You can view the progress of installation or press the "Finish" button to go to the device
list page. Subsequent results of installation status will also be displayed in the device list

screen.

#2) Add Devices to IRM

®

@ © o

How to Add Select Device Type Deployment

Download IRMAgent

Install IRMAgent on the Windows/Linux device you want to add. Once installed, you can proceed to the next step

Download IRMAgent:

Download Windows IRMAgent

g

Download and install Microseft .Net Framework (For Windows 7)

%

zZ:
(ag!
—

Download Linux IRMAgent

Previg

Download

Download

Download

Ubuntu
Debian

Cent0s

[ 3

lext

Refer to "2.4 Steps to Add the Device to IRM" to know installation instructions.




4.1.3.2 Search the network to help you find the device to add

Step 1: Select "Scan your network and then select", and click the "Next" button.

Add Devices to IRM

o ® ® ®

How to Add

Add devices to IRM

How would you like to add a device?

) You know exactly which device you want to manage

(=) Scan your network and then select

Next

Step 2: Select to scan by IP Range or Subnet. Define the scan range and click “Start Scan” button
to discover devices on the network.

@ Add Devices to IRM

@ o ® ®

How to Add Device Discovery

Select devices to add to IRM

Allow users to discover computer devices on the current network based on their defined scan range and quickly incorporate them into IRM.

Scan Devices

=) IP Range: StartIP 10 10 40 1 EndIP 10 10 40 255
Start Scan
I Subnet: Subnet: | 10.10.40.1 1 (o __

Q All devices -

Hostname IP Address 1 Role os Status Progress

Mo device found.

Previous Add selected devices




Step 3: Select devices from the list of scan result and click “Add selected devices” button to add
devices to IRM.

] ]
@ Add Devices to IRM
© © © ®
How to Add Device Discovery Deployment
Select devices to add to IRM
Allow users to discover computer devices on the current network based on their defined scan range and quickly incorporate them into IRM.
Scan Devices Scan Completed  s———— 100%
= IP Range: StartiP 10 10 40 1 EndIF 10 10 40 255
Start Scan
_) Subnet: Subnet:  10.10.40.1 I oog
Q All devices -
Hostname IP Address T Role os Status Progress
[ 10.10.40.39 10.10.40.39 Device Linux MNew Device @ Completed o
[] 10.10.40.49 10.10.40.49 Unknown Unknown Mew Device @ completed
~ MNAS49103A-SL 10.10.40.50 Unknown Unknown Mew Device @ completed
[ MNAS49103A-SL 10.10.40.51 Unknown unknown New Device @ completed
[l B10100813-P 10.10.40.52 Device Windows Mew Device @ Completed -

Previous Add selected devices

4.1.4 Remove Device

Users can use the Delete Device button to remove devices from the list of IRM managed devices,

and remove the related data as well.

4.1.5 Reinstall

If a user's device fails during installation due to an unexpected error, such as a sudden network

interruption, the user can click the "Action" button and select "Reinstall" to quickly reinstall it.

4.1.6 Power Control

You can power control the remote unit, such as performing power-off or restart. Click the "Action"

button and select "Power Control" to perform the action.

NOTE:

If all devices show turned off, the default gateway may have changed. Confirm the network
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settings on the NAS.
Step 1: Log in to QTS and open "Network & Virtual Switch".

Step 2: Check the network ports that can reach the Internet.

Step 3: Manually select the network port that can reach the Internet.

4.2 Network Topology

IRM provides visual network topology to quickly present the managed device's network structure,
automatically groups devices based on device information, and changes status icons according to

the current real-time status.

e 0O @ admin ~
@ Dashboard Dashboard Network Topol... x
[[d pevice Discovery 11 Device / Network &/ 1P Address / Ping Status Q c B =B e
l” Device Management © My Network
. & 10.10.100.0/23 (1)
All Devices - & 10.10.40.0/23 (1)
—am D Gi
Metwork Topology Ll s
AR IR
. - 3
[ RMAgent-Linux (0) 10.10.100 225 My Network
El L B11100691-N
0gs v

@ Settings L3

10.10.40.0/23
sl .
B

10.10.40 36

B11100695-N

«

1. My network shows different subnet groups

2. Dynamic Groups will automatically sub-group according to subnet, operating system and
other information

3. Device Name

4. |P address of the device

5. Current status of the managed device (Power On, Power Down, or network outage)

6. Device Discovery
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5.1 Single Device Dashboard

Single Device Dashboard provides detailed information about a specific managed device,

including:

1 Network information
2. Device Information

3. IRMAgent version
4

Operating system information

& 0O @®) admin =

@ Dashboard Dashboard 10.10.100.225 X
Device Discovery Device Management / All Devices Dashbord Teals - 2bms - ® C W @
NI Device Management X -
Device Summary ~
All Devices
Ly L Device Information Operating System Information
.y
Network Topology i:._—l Managed By IRMAgent Version 0.1.7 6 08 Family. Windows
Hostname: B11100691-N os: Microsoft Windows 10 S2E
() alerts Configuration Hastis powsred on Localhast: B11100691-N 05 Release: 10
Network Information Device Tag: © Kemel Windows v10.0.19044
E] Logs v Manufacturer, Acer
1Pv4 Address IPv6 Address MAC Address CPU Model: 11th Gen Intel(R) Core{TM) i5-
53 settings v 113567 @ 2.40CHz
192.168.56.1 feB0-af08:f7bf: OADO-27:00:00.  CPU Architecturs: 64-bit
Physical Memory: 16179 MB
127.0.01 1 - Number of CPUS: 8
10.10.100.225 feBO-eBedde54.  B4TBI5T:BI DI
CPU Utilization (Live) H Memory Utilization (Live)
B11100691-N B11100691-N
100- 100-
c 80 c 80
° i
T 60 T 60
= £
S 0 5 40
* 20 * 20
o o
141522 141542 141602 141622 141642 141702 141722 141522 141542 141602 141622 141642 141702 141722
« Time Time

In Single Device Dashboard, users can add or remove widgets, select layout modes, and use the

tools in the tool set to manage IRMAgent devices.

5.2 Add Widget

Users can add multiple widgets to customize Single Device Dashboard to monitor CPU usage,
memory usage, disk usage, network usage and more, there are also multiple chart types at the

user's disposition. Setup steps are described below:

Step 1: Go to Single Device Dashboard page and click the "Add Widget" button.

-
e
b
-
-
-




@ Dashboard

[B Device Discovery

”I Device Management

Dashboard 10.10.100.225 x

Device Management / All Devices Dashboard M Tools v

2 columns

1/integration

®) admin ~

™

-cmw@

~ .
Device Summary ~
All Devices
r s L Device Information Operating Sy:
=
Network Topology i:l Managed By. IRMAgent Version 0.1.7 0§ Family:
. Hostname B11100691-N 0s:
(@ Alerts Configuration Host is powered on Localhost: B11100691-N
Network Information Device Tag © 0S Release

EI Logs v Manufacturer Acer Kernel:

IPv4 Address IPv6 Address MAC Address CPU Model: 11th Gen Intel(R) Core(TM) i5-
€3 Settings v 113567 @ 2.40GHz

192.168.56.1 fe80::af08:f7bf: 0A:00:27:00:00: CPU Architecture: 64-bit

Physical Memory: 16179 MB
127.0.0.1 o1 MNumber of CPUs: 8
10.10.100.225 feg80:e8e9:de5d..  84:7B:57:B1:DI:.
4 »
CPU Utilization (Live) E Memory Utilization (Live) E
B11100691-N B11100691-N
100 100
c 80 = 80
S S
« 5 60 5 60 .
~N N

Step 2: Complete the settings of data type and data range to be monitored:

1. Select the type of data you want to monitor. There are four types: CPU usage,

memory usage, disk usage, and network usage.

Select the data range (real-time data or last 24 hours of historical data).

3.

Click "Next".

Add widget

o Dashboard metric

E‘JTIJ:I:JE CPU

Memary

Disk o

=
980 Network

b~ Disk Utilization (Live)
An area chart showing the live Average Disk Utilization of the
managed device. This widget will keep updating according to the
interval between real-time scans.

b~ Disk Utilization (24H)
An area chart showing the value from the previous 24 hours for the
Average Disk Utilization of the managed device

BB Disk Volume Information (Live)
This widget provides information of all the Volumes regarding
managed devices. This widget will keep updating according to the
interval between real-time scans.

b Disk Throughput Information (Live)

An area chart showing the live Disk throughput of managed
devices. This widget will keep updating according to the interval

O ~

-

-




Step 3: Complete the chart type setting:

1. Select the type of chart.
2. Click the "Add Widget" button to complete the operation.

Add widget

o Dashboard metric ° Disk Utilization (Live)

jﬁt CcPU Widget Type

Area Chart o

—— Metwork

Previous ] l Add Widget ]

Step 4: When the setup is complete, the widget will be added to the last position in the Dashboard

@) Dashboard Dashboard 10.10.100.225 x
[B Device Discovery Device Management / All Devices Dashboard M Tools v 2 columns
i = 80 = 80
“I Device Management A, k=] k=]
T 60 T 60
e N
All Devices 5 40 Sl
20 20
MNetwork Topology
0 0
X . 141522 141822 14:21:22 142422 14:27:22 14:30:2 141522 141822
@ Alerts Configuration Time
B Logs v
@ Settings o Disk Utilization (Live)
B11100691-N
100
= 80
2
T 60
=]
'5 40
20
0
14:30:32 14:30
Time
«

0 : ® admin  ~

- e c oW ®

14:21:22 142422 14:27:22 14:30:2

Time




5.3 Delete All Widgets in the Single Device Dashboard

Setup steps: Go to the Single Device Dashboard page and click the "Delete All Widgets" button.

@ Dashboard Dashboard 10.10.100.225 x

[B Device Discovery Device Management / All Devices Dashboard M Tools

”I Device Management

™
[B)

2 columns - @

®) admin ~

c [8] @

Device Summary ~
All Devices
r s L Device Information Operating Sy:
=
Network Topology i:l Managed By. IRMAgent Version 0.1.7 0§ Family:
. Hostname B11100691-N 0s:
(@ Alerts Configuration Host is powered on Localhost: B11100691-N
Network Information Device Tag © 0S Release

EI Logs v Manufacturer Acer Kernel:

IPv4 Address IPv6 Address MAC Address CPU Model: 11th Gen Intel(R) Core(TM) i5-
€3 Settings v 113567 @ 2.40GHz

192.168.56.1 fe80::af08:f7bf: 0A:00:27:00:00: CPU Architecture: 64-bit

Physical Memory: 16179 MB
127.0.0.1 o1 i MNumber of CPUs: 8
10.10.100.225 feg80:e8e9:de5d..  84:7B:57:B1:DI:.
4 »
CPU Utilization (Live) E Memory Utilization (Live)
B11100691-N B11100691-N
100 100
c 80 = 80
S S
« 5 60 5 60 .
~N N

5.4 Refresh All Widgets Information in the Dashboard

Setup steps: Go to the Single Device Dashboard page and click the "Refresh” button.




g A ® admin ¥

() Dashboard Dashboard 10.10.100.225 x
[B Device Discovery Device Management / All Devices Dashboard - Tools v 2 columns v @® w @
”I Device Management . -

Device Summary ~

All Devices
r s L Device Information Operating Sy:
=
Network Topology i:l Managed By. IRMAgent Version 0.1.7 0§ Family:
. Hostname B11100691-N 0s:
(@ Alerts Configuration Host is powered on Localhost: B11100691-N
Network Information Device Tag © 05 Release

EI Logs v Manufacturer Acer Kernel:

IPv4 Address IPv6 Address MAC Address CPU Model: 11th Gen Intel(R) Core(TM) i5-
€3 Settings v 113567 @ 2.40GHz

192.168.56.1 fe80::af08:f7bf: 0A:00:27:00:00: CPU Architecture: 64-bit

Physical Memory: 16179 MB
127.0.0.1 o1 i MNumber of CPUs: 8
10.10.100.225 feg80:e8e9:de5d..  84:7B:57:B1:DI:.
4 »
CPU Utilization (Live) E Memory Utilization (Live)
B11100691-N B11100691-N
100 100
c 80 = 80
S S
« 5 60 5 60 .
~N N

5.5 Select the Layout Mode

Users can customize the layout of Single Device Dashboard, and the widgets will re-arrange

themselves accordingly.

e 1 column display
e 2 columns display

e 3 columns display

Setup steps are described below:

Step 1: Go to the Single Device Dashboard page and click the select layout menu.

Step 2: Select "1 column”, "2 columns" or "3 columns" from the dropdown list.

-
r
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-
-
-




[ ] ®
|E| Integration!Corp.

& Q B ® admin ¥
@) Dashboard Dashboard Network Topol... X All Devices X 10.10.100.225 x
[@ Device Discovery Device Management / All Devices Dashboard - Tools v 2 columns - @ C W @
“.t Device Management A, . [ 1 column . =
Device Summary ~
. v 2 columns
All Devices
r - L) Device Information 3 columns Operating Sy:
-y D T - ]
Network Topology i Managed By 0S Family:
. Hostname B11100691-N os
(@ Alerts Configuration Hostis powered on Localhost: B11100691-N
Network Information Device Tag: © 0S Release!
EI Logs v Manufacturer Acer Kernel
IPv4 Address IPv6 Address MAC Address CPU Model 11th Gen Intel(R) Core(TM) i5-
£33 Settings ) 113567 @ 2.40GHz
192.168.56.1 fe80::af08:f7bf: 0A:00:27:00:00: CPU Architecture: 64-bit
Physical Memory: 16179 MB
127.0.0a o e Number of CPUs: 8
10.10.100.225 feB0:e8ed:dedd..  84:7B:5T:B1:D9...
4 »
CPU Utilization (Live) E Memory Utilization (Live) E
«
B11100691-N B11100691-N

5.6 Tools - Ping

IRM provides Ping monitoring function to test whether a packet can reach a specific device
through IP protocol and to view the connection status of IRM with the device

Setup steps are described below:

Step 1: Go to IRMAgent Single Device Dashboard page and click the "Tools" button.
Step 2: Select "Ping".

g 0O ¢ @auminv

@) Dashboard Dashboard IRM Alerts Log X Device Discov... X 10.10.40.36 x
[[@ Device Discovery Device Management / All Devices Dashboard M 2columns - ® Cc W ®

'” Device Management . -
Device Summary A

. Traceroute
@ Alerts Configuration
L - ® Device Inform  Remote Desktop  p Operating System Information
- I
E| Logs v i=| Managed By:  Power Control » ersion 0.1.7 0S Family: Wir
. Hostname: RDF Settings N 0s Mic
€3 Settings v Host is powered on Localhost N =h
Network Information Device Tag & 08 felease n
Manufacturer Acer Kernel Wir
IPv4 Address IPv6 Address MAC Address CPU Model: 11th Gen Intel(R) Core(TM) i5-
1135G7 @ 2.40GHz
192.168.128.1 feB0:777d:35d8...  00:50:56:C0:00...  CPU Architecture: 64-bit
Physical Memory: 16179 MB
192.168.174.1 fe80:b2b0:6c9a.. 00:50:56:C0:00:..  Mumber of CPUs: 8
192.168.56.1 fe80::2531:@35c..  0A00:27:00:00....
127.0.01 o1
« 10.10.40.36 fe80:f061:5¢67....  30:43:DT:E0ES...

Step 3: A window pops up and displays the Ping command execution result.




Ping Device

Ping Results

icmp_seq=0, Waiting to connect...

icmp_seq=1, 64 bytes from 192.168.0.105: seq=0 ttl=128 time=0.161 ms

icmp_seq=2, 64 bytes from 192.168.0.105: seq=0 tti=128 time=0.182 ms

icmp_seq=3, 64 bytes from 192.168.0.105: seq=0 ttl=128 time=0.220 ms

Ping Device

Step 4: Click the Ping Device button to Ping again.

5.7 Tools — Traceroute

IRM provides Tracerout monitoring, which displays the IP addresses of the routers throughout the

IP network in a new window.

Setup steps are described below:

Step 1: Go to IRMAgent Single Device Dashboard page and click the "Tools" button.

Step 2: Select "Traceroute".

@ Dashboard Dashboard

IRM Alerts Log

[B Device Discovery Device Management / All Devices

“' Device Management .

Device Summary
@ Alerts Configuration
E Logs v

3 Settings v

B

Host is powered on

Network Information

IPv4 Address

192.168.128.1

192.168.174.1

192.168.56.1

127.0.01

10.10.40.36

«

IPv6 Address

fe80:777d:35d8

fe80:h2b0:6c9a..

feB0::2531:a35¢..

o1

fe80:f061:5067:...

X Device Discov... X 10.10.40.36 x

Dashboard N

MAC Address

00:50:56:C0:00:...

00:50:56:C0:00:...

0A:00:27:00:00:

30:43:DT:EQES:..

Tools - 2 columns

Ping

Traceroute

Device Inform  Remote Desktop  »

Managed By Power Control  » ersion 0.1.7

Hostname RDP Settings N

Localhost: N

Device Tag ©

Manufacturer: Acer

CPU Model 11th Gen Intel(R) Core(TM) i5-
1135G7 @ 2.40GHz

CPU Architecture: 64-bit

Physical Memory: 16179 MB

Number of CPUs:

[ @ admin ¥

- @ Cc o ®

A

Operating System Information

0S Family: Wir
0s: Mig

=k
08 Release 10
Kernel Wir

Step 3: A window pops up and displays the Traceroute command execution result.




Traceroute

Traceroute Result

192.168.0.105 (192.168.0.105)

5.8 Tools - Remote Desktop

IRM provides integrated remote desktop functionality, you can select the appropriate remote
access method according to different device types:

1. Windows device: RDP or VNC remote desktop

2. Linux device: VNC remote desktop or SSH connection (no need to install SSH client

program)

Note: The remote device must enable the option to allow users to connect to the computer Setup
steps are described below:
Step 1: Go to IRMAgent Single Device Dashboard page and click the "Tools" button.
Step 2: Select "Remote Desktop".
Step 3: Select the appropriate remote access method according to different device types.
1.  Windows device: RDP or VNC Remote Desktop (users need to install VNC server

program on Windows device)

2. Linux device: VNC remote desktop or SSH connection (no need to install SSH client

program)




) Dashboard Dashboard IRM Alerts Log X Device Discov... X 10104036 x
(@ Device Discovery Device Management / All Devices Dashboard M Tools - 2 columns - ® Cc @ @
“I Device Management s . Ping
Device Summary A
) X Traceroute
@ Alerts Configuration
r P ) Device Infor Remote Desktop  » Operating System Information
= RDP = —————
El togs v i:.—l Managed By, PowerControl  » 05 Family: Wir
. Hostname: RDP Settings e os: Mic
€33 Settings v Host is pawered on Localhost oo =k
Network Information Device Tag @ 0S Release w.
Manufacturer Acer Kemel Wir
IPv4 Address IPv6 Address MAC Address CPU Model 11th Gen Intel(R) Core(TM) i5-
1135G7 @ 2.40GHz
192.168.128.1 fe80:777d:35d8..  00:50:56:C0:00..  CPU Architecture: 64-bit
Physical Memory: 16179 MB
192.168.174.1 fe80:b2b0:6c9a...  00:50:56:C0:00:..  Mumber of CPUS: 8
192.168.56.1 fe80:2531:a35c..  0A00:27:00:00:
127.0.0.1 Ml
« 10.10.40.36 fe80:f061:5c67..  30:43:DTEQES:.
Wb /10 10 A0 SN firm

Step 4: A security check window will pop up, asking the user to enter the remote device account
number and password.

Step 5: Select the "Apply" button, or click the "Reset" button to re-enter.

Security Check

You must confirm your username and password.

User Mame: admin

arrraney

9

Password:

Reset Apply

Step 6: The browser opens a new page to display the remote desktop. If the connection is

successful, the remote desktop will be displayed. If the connection fails, an error message

will be displayed and the user can try to reconnect.

Displays the remote desktop screen upon successful RDP connection
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Displays the remote desktop screen upon successful SSH connection

If the connection fails, an error message will be displayed and the user can try to reconnect.

CONNECTION ERROR

The connection has been closed because the server is taking too long
to respond. This can be caused by network errors, disconnections, and
insufficient bandwidth. Check your network connection and try again

Reconnecting in 10 seconds

Step 7: Press CTRL + SHIFT + ALT in the new browser tab to open the on-screen keypad

ubunty® 1804003

F8 F9 F10| F11 F12




5.9 Tools - Power Control

There are two control modes for device power control via IRMAgent:

1.  Power Off
2. Restart

Setup steps are described below:

Step 1: Go to IRMAgent Single Device Dashboard page and click the "Tools" button

Step 2: Select "Power Control"

Step 3: Select "Power Off" or "Restart"

@ Dashboard Dashboard

“| Device Management  +
@ Alerts Configuration
E Logs v

@ Settings v

IPv4 Address

192.168.128.1
192.168.174.1
192.168.56.1
127.0.0.1

10.10.40.36

«

Rt 10 10 A SO firem 12

Device Summary

IRM Alerts Log

[B Device Discovery Device Management / All Devices

B

Host is powered on

Network Information

IPv6 Address

fe80:777d:35d8..

fe80::b2b0:6c9a...

fe80::2531:a35¢...

o

fe80::f061:5c67:...

&
X Device Discov... X 10.10.40.36 x
Dashboard v Tools M 2 columns.
Ping
Traceroute
Device Inform__Remote Desktop )
Managed By, Power Control 3
- Power Off
Hostname: RDP Settings
Localhost Restart
Device Tag: ©
Manufacturer Acer
MAC Address CPU Model 11th Gen Intel(R) Core(TM) i5-
1135G7 @ 2.40GHz
00:50:56:C0:00...  cPU Architecture: 64-bit
Physical Memory: 16179 MB
00:50:56:C0:00: Number of CPUs: 8
0A:00:27:00:00:

30:43:DTEQES:...

® samin ~

® ¢ W ®

A

Operating System Information

08 Family: Wit
0s Mic

=k
0S Release: 10
Kernel Wir
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In IRM, you can set different alert configurations for different device types. When the set alert

condition is met, an alert will appear in the upper right notification window of IRM management
page, so that administrators will know the current situation and solve the problem immediately; you
can set up SMTP in advanced settings / notification settings, and set up notification policy for alert
to be sent via e-mail to administrators to facilitate problem solving. On this page, users can add,

delete, edit, deactivate, and enable alert configurations.

6.1 Add Alert

Users can click the Add Alert button to add a new alert. Setup steps are described below:

Step 1: Enter the Alert Configuration page and click the "Add Alert" button.

& 0 ® aimin ~
@ Dashboard Dashboard Alerts Configu x
[B Device Discovery E] Alerts Configuration @ @ @ © Ie] @
1” PevicEManagementigig | Alert Status Alert Name Alert Type Monitoredv.. | Condition Select devices/servers

(@ Alerts Configuration
E] Logs v

€83 Settings v

«
Page of 0 No devices to display

Step 2: In the Add Alert window, complete the alert type setting:

1. SetAlert Name
2. SetAlert Type (There are four types of IRM alerts: CPU uitilization, memory utilization,

disk utilization and power status)

3. Click the Select Device button




x
Add Alert

Alert Mame: CPU usage o
Alert Type: IRM Alerts - o
Metric: CPU Utilization v
Condition: > - o
Selected devices @ 1w

Hostname IP Address Device Tag Managed by Brand Model Operating S...

No devices are selected.
Page © of 0 Mo devices to display
Save Cancel

Step 3: Select the device you want to set the alert, you can select one or multiple devices, then

click the OK button.

Selected devices *
Hostname, [P address, Device tag IRMAgent C

| Hostname IP Address Device Tag Managed by Brand Model Operating Syst...
© B11100691-N 10.10.100.225 IRMAgent Acer 11th Gen Intel(R...  Microsoft Wind...
E ® B11100695-N 10.10.40.36 IRMAgent Acer 11th Gen Intel(R...  Microsoft Wind...

Page 1 of 1

1-20f2 || Only list the selected servers or devices.




Step 4: Click the Save button to complete the new alert (Note: If the Save button is grayed out, it
means that there are errors in alert name, alert type, or selected device).

X
Add Alert
Alert Mame: CPU usage
Alert Type: IRM Alerts
Metric: CPU Utilization
Condition: = ~ 50
Selected devices @ 1
Hostname IP Address Device Tag Managed by Brand Model Operating S...
~ B11100695-N 10.10.40.36 IRMAgent Acer 11th Gen Int... Microsoft Wi...
Page 1 of1 1-10f1
Save Cancel

6.2 Delete Alert

Users can click the "Delete Alert" button to remove one or more alerts at once. Setup steps are

described below:

Step 1: Enter the Alert Configuration page and select the alert configuration you want to delete.

Step 2: Click the "Delete Alert" button.




& 0 ¢ @) admin ~

@ Dashboard Dashboard Alerts Configu.. x
Device Discovery [E] Alerts Configuration @ @ © C @
'u PRERNTOREIER o [ Alert Status Alert Name Alert Type Monitored v.. | Condition Select devices/servers
(@ Alerts Configuration | Enabled CPU usage IRIM Alerts CPU utilization = 50% 10.10.40.36
Bl Logs v

~ | Enabled Wemory IRM Alerts Memory Utili..  >60% 10.10.40.36
£33 settings v

| Enabled Disk usage IRIM Alerts Disk Utilization ~ > 50% 10.10.40.36

« Page 1 of 1 1-30f3

Step 3: Click the "Yes" button to complete the operation.

Confirm

Do you want to delete the selected alerts?

I Yes Mo

6.3 Enable Alert

Users can click the "Enable Alert" button to enable one or more alerts at once. Setup steps are

described below:

Step 1: Enter the Alert Configuration page and select the alert configuration you want to enable.

Step 2: Click the "Enable Alert" button to complete the operation.




@ Dashboard

Dashboard

Device Discovery [E] Alerts Configuration

] Device Management

| Alert Status Alert Name

Alerts Configuration Enabled CPU usage

Logs
E] 2 v Disahled Memory

£33 settings v
Disabled Disk usage

« Page 1 of 1

6.4 Disable Alert

Alerts Configu..

Alert Type

IRM Alerts

IRM Alerts

IRM Alerts

1-30f3

Monitored v...

CPU Utilization

Memory Utili...

Disk Utilization

Condition

>50%

>60%

>50%

® admin v

® 0 @ & ¢ @
Select devices/servers

10.10.40 36
10.10.40.36

10.10.40 36

Users can click the "Disable Alert" button to disable one or more alerts at once. Setup steps are

described below:

Step 1: Enter the Alert Configuration page and select the alert configuration you want to disable.

Step 2: Click the "Disable Alert" button to disable the alert.

@ Dashboard Dashboard Alerts Configu...
[ﬂ Device Discovery E] Alerts Configuration
I” lEviCEManagcen D | Alert Status Alert Name Alert Type
@ plert=Configlration Enabled CPU usage IRIM Alerts
B Logs v

~ |Enabled IMemory IRM Alerts
83 settings v

~ |Enabled Disk usage 1RM Alerts:

« Page |1 of 1 1-30f3

Monitored v...

CPU Utilization

Memory Utili...

Disk Utilization

Condition

>50%

>60%

>50%

® admin ¥

i
D

® @ ® v c ®
Select devices/servers

10104036
10.10.40.36

10.10.40.36




6.5 Edit Alert

The user can click the Edit Alert button to edit the alert. Only one alert can be edited at a time.

Setup steps are described below:

Step 1: Enter the Alert Configuration page, select the alert you want to edit, and click the "Edit

Alert" button.

& IRM

Alerts Configu x

@ Dashboard Dashboard
Device Discovery [E] Alerts Configuration

I“ Device Management  «r

(D Alerts Configuration

| Enabled

Logs v
0 ==

@ Settings ~
| Disabled

«

| Alert Status Alert Name

CPU usage

Memory

Disk usage

Page |1 of 1

Alert Type Monitored v...

IRM Alerts CPU Utilization

IRM Alerts Memory Utili...

IRM Alerts Disk Utilization
1-30f3

Condition

>50%

>60%

>50%

& 0 @) admin ~

© 0 © ® c @
Select devices/servers

10.10.40.36
10.10.40.36

10.10.40.36

Step 2: Edit the item you want to modify (please note: the alert type cannot be modified)

Step 3: Click the "Save" button to finish editing.

. b4
Edit Alert
Alert Name: Memary
Alert Type: IRM Alerts
Metric: Memaory Utilization -
Condition: = - 60
Selected devices @ 1w
Hostname IP Address Device Tag Managed by Brand Model Operating S...
_l B11100695-N 10.10.40.36 IRMAgent Acer 11th Gen Int... Microsoft Wi...
Page 1 of 1 1-1of1
Save Cancel
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IRM provides three types of logs: IRM alerts log, system log, and historic data log. This page is an
advanced application. The user sets the corresponding alert type on the Alert Configuration page.
Once an event occurs, you will be able to view the results in the Alert Log on the Logs page (the
alert log generation time needs to be set in the Alert Notification setting in the Settings /

Notification Settings).

7.1 Alerts Log

IRM Alerts Log page displays alerts for all Windows or Linux devices. Users need to select IRM
Alerts from the Add Alert page and add one of the four types: CPU usage, memory usage, power
status, or disk usage. Once an event occurs, you will be able to view the details of the alert on this
page after the event has lasted for 5 minutes.

The basic steps are:

Step 1: Select IRM Alerts Log in the Logs page.

Step 2: View the alert info, including the Hostname, IP address, Device Tag, On Time and Off
Time, etc.

Step 3: View the current number of alerts.

Step 4: Click the "Refresh” button at any time to get the latest alert message.

@) iRM :[8]l@ ®um-

@ Dashboard Dashboard Alerts Configu.. X IRM Alerts Log X gystemLog X Historic Data ... o
Device Discovery [E] Logs 7 IRM Alerts Log Refresh:53 QO 0]
{1} Device Management Hostname IP Address Device Tag Description Alert Status On Time Off Time

(D Alerts Configuration B11100695-N 101040 36 Disk Utilization > 50% Enabled 2023051717 N/A

B Logs ~ B11100695-N 10.10.40.36 IMemory Utilization = 50% Enabled 2023051717 N/A

IRM Alerts Log - .
B11100695-N 10.10.40.36 IMemory Utilization = 50% Disabled 2023051717 2023-05-1717-.
System Log e

Historic Data Logs

{33 settings v

« Page 1 ofl 1-30f3




The Alerts Log has advanced search features:

Step 1: Click the "Search Device" button on the Alerts Log page

Step 2: Click Select Device and select a device (can only select one).

Step 3: Click the "Apply" button to search for all alerts on the target device.

@ Dashboard Dashboard
[[@ Device Discovery

'“ Device Management  «+

Alerts Configu..

[E] Logs/IRM Alerts Log

X

IRM Alerts Log X gystemLog

(@ Alerts Configuration
IP Address:

Advanced Search

Select device o

E] Logs C Period:
IRM Alerts Log
System Lo
i 2 Hostname
Histeric Data Logs
B11100695-N
£33 Settings W
B11100695-N
B11100695-N
<« Page 1

IP Address

10.10.40.36

10.10.40.36

10.10.40.36

of1

Device Tag

1-30f3

Description
Disk Utilization > 50%
Memory Utilization = 60%

Memory Utilization = 60%

&

Alert Status

Enabled

Enabled

Disabled

8

X Historic Data ...

x

@) admin ~

Refresh: 21 E c @

Apply

On Time

2023-051717-.

2023-051717-.

20230517 17....

Reset

Off Time

N/A

N/A

2023-051717....

IRM provides Log Retention Settings feature, which can be set for periodic viewing. The default

alert log retention period is 1 week. Logs older than one week will be deleted by the system. Users

can adjust the length of period according to their needs. See 0

Application Settings.

7.2 System Log

System Log shows the messages, alerts, errors, and other events logged by IRM as well as the

user's activities.

How to access the System Log: In the Logs page, select "System Log".




@ Dashboard

Device Discovery

Device Management

(D Alerts Configuration

E) Logs

IRM Alerts Log

Historic Data Logs

£33 Settings

Dashboard
[E] Logs/ system Log

v Type  Time

TECHCECHCHCHCNCHNS

& Page 1

20230517 17:41...

2023-05-17 14:01..

2023-05-17 13:58...

2023-05-17 13:46

2023-05-17 13:46...

2023-05-1711:42

2023-05-1711:41

2023-051711:41..

2023-05-17 11:40...

Alerts Configu...

Category

Authentication

Device Discovery

Device Discovery

RDP Control

RDP Control

Device Discovery

Device Discovery

Device Discovery

Device Discovery

X IRM Alerts Log X gystemlLog x

Content

User Login Successful

Device Discovery completed successfully for 10.10.40.1 to 10...

Device Discovery started: 10.10.40.1~10.10.40.255

Starting to get RDP configuration for 10.10.100.225

Get device RDP started for 10.10.100.57

Device Discovery completed successfully for 10.10.40.0to 10...

Device Discovery started: 10.10.40.0~10.10.40.50

Device Discovery completed successfully for 10.10040.0to 10....

Device Discovery started: 10.10.40.0~10.10.40.20

of2 ) ) | 1-500f53

& 0 ®) admin ~
Historic Data ... x

rfeshiss Q. (@)

User Name Source IP

admin 10.10.101.49 -
admin 10.10.100.57

admin 10.10.100.57

admin 10.10.100.57

admin 10.10.100.57

admin 10.10.100.57

admin 10.10.100.57

admin 10.10.100.57

admin 10.10.100.57

System Log provides advanced search options that allow users to search according to different

alert types:

Step 1: Select the alert type.

Step 2: After selecting the period, press "Apply" to complete the operation.

@ Dashboard

[[@ Device Discovery
'”I' Device Management
(D Alerts Configuration
B Logs
IRM Alerts Log
System Log
Historic Data Logs

€83 Settings

X |RM Alerts Log X systemLog X

Content

User Login Successful

Device Discovery completed successfully for 10.10.40.1 t010...

Device Discovery started: 10.10.40.1~10.10.40.255

Starting to get RDP configuration for 10.10.100.225

Get device RDP started for 10.10.100.57

Dashboard Alerts Configu...
[E] 1Logs/ System Log
v
Advanced Search:
Alert Type: All events
~ Period:
Type | Time Category
@ 2023-05-1717:41_  Authentication
v
@ 2023-05-1714:01..  Device Discovery
@ 2023-05-1713:58..  Device Discovery
(i)  202305171345. RDP Control
® 2023-05-17 13:46..  RDP Control
4
<« Page 1 of2 | » B 1-500f53

& 0 @) admin ~

Historic Data ...

x
Refresh: 11 C @

Reset

User Name Source IP
-

admin 10.10.101.49
admin 10.10.100.57
admin 10.10.100.57
admin 10.10.100.57
admin 10.10.100.57




7.3 Historic Data Log

IRM provides historical data obtained by a specific sensor type of a specific device over a specific

time frame. For example, a user can select a device, set the period as one day or one week, select

the sensor type as CPU usage, then IRM will present the CPU Utilization as a line chart. This

feature is useful for analyzing the values of different sensor types over a specific time frame in

order to take actions for improvement.

To display the historical data as a line chart in IRM, follow the steps below:

Step 1: Click the “Search Device” button.

Step 2: Select the target device (required).

Step 3: Select Metric Name (required).

Step 4: Select the Period (required).

Step 5: Click “Apply” button to complete the operation.

@) Dashboard

Dashboard Alerts Configu.. X |RM Alerts Log X gystem Log

[[@ Device Discovery [E] Logs/ Historic Data Logs
[} Device Management
Advanced Search

IP Address: I Select device I °

(D Alerts Configuration

E] Logs ~ o I Sensor Type: - I Metric Name: -
IRM Alerts Log o [ perioa: -1
System Log

Historic Data Logs

83 Settings v

ojo

«

o
|
D

& 0O @) admin ~

&< o
o

X Historic Data ...

The line chart for a specific device is shown below.
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IRM

& 0O @ admin ~

@ Dashboard Dashboard Alerts Configu... X |RM Alerts Log X SystemLog X Historic Data ... x
Device Discovery [E] Logs/ Historic Data Logs Q ¢ @

HI‘ Device Management
Advanced Search:
(D Alerts Configuration

IP Address: 10104036 Select device
@ Logs ~ Metric Name: CPU Utilizaticn -
IRM Alerts Log Period: One day -
Reset
System Log Apply
Historic Data Logs
100
£33 Settings v “1
o
= 70 4
S
=
& s+
5]
= .
el |
10 4
o 4
<« @ CPU Utilization

IRM provides Log Retention Settings feature, which can be set for periodic viewing. The default
Historic Data Log retention period is 1 week. Logs older than one week will be deleted by the

system. Users can adjust the length of period according to their needs. See 0

Application Settings.
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The Settings page contains the system user account and permissions management; only the

user with administrator permissions can enter this page.

8.1 User Management

User Management provides the functions for setting up user permissions, adding or deleting users.
IRM account must be bundled with a QTS account. Only QTS accounts can be added as IRM

accounts. If a QTS account is deleted, the associated IRM will become unavailable.

8.1.1 Add User

Step 1: Select "User Management" from the Settings page and click the "Add User" button.

& 0 i @ admin ~
@ Dashboard Dashboard User Manage... x
(I3 Device Discovery €83 settings / User Management m e c®
m Device Management s+
. | UserName Role Email CreatedOn T Login Time
() alerts Configuration
admin Admin steveleng@ieiworld.com 2023-05-17 17:41:27
E) Logs v

83 settings A

User Management

Motification Settings
Application Settings

IRMAgent Repository

«

Step 2: After select the user and the permissions that you want to add, click "Add User" to finish.




Add NAS User to IRM

¥ User Name

Email

+" | cooccloudsso

cooccloudsso@agmail.com

| Add User

Cancel

Select User Power User - ‘
Type:

Admin

Power User

NOTE: The difference in permissions between Admin and Power User is that only Admin can

access Settings. Power User has no authority to modify or change system settings.

Administrator’s Ul

iRM

@ Dashboard Dasht

[I@ Device Discovery @

“f Device Management v

(D Alerts Configuration

E] Logs v

| @ Settings v

Power User’s Ul

@ Dashboard

[B Device Discovery
1} Device Management
(@ Alerts Configuration

El Logs

v

Dasht

o

=




8.1.2 Deleting Users

Select "User Management" in the Settings page, select the user you want to delete and click the

"Delete User" button.

& 0 i @ admin ~

) Dashboard Dashboard User Manage.. x
[B Device Discovery @ Setlings / User Management ® e C @
m Device Management  ~
. ~ User Name Role Email Created On T Login Time
(D Alerts Configuration
admin Admin steveleng@ieiworld.com 2023-05-1717:41:27
B Logs v
@ . ~" cooccloudsso Power User cooccloudsso@gmail.com  2023-05-18 09:51:31
Settings ~

User Management
Notification Settings
Application Settings

IRMAgent Repository

«

8.1.3 Editing Permissions

Step 1: Select "User Management" from the Settings page, select the user you want to edit and
click the "Edit User" button.

: , M £ o ® admin v
@ Dashboard Dashboard User Manage.. x
[[@ Device Discovery £33 Settings / User Management

o og]ec @

'm Device Management

X ~  User Name Role Email Created On T Login Time
(D Alerts Configuration
admin Admin steveleng@ieiworld com 2023-05-17 17:41:27
E] Logs v
q ~" cooccloudsso Power User cooccloudsso@gmail com  2023-05-18 09:51:31
£33 settings A

User Management
Notification Settings
Application Settings

IRMAgent Repository

K«

-
r
153
-
-
-




Step 2: Select the permission level you want to change from the drop-down menu and click the
"Save" button to complete the operation.

Please select the role for this user

Power Lser

| | Cancel




8.2 Notification Settings

The notification settings allow users to be notified immediately when an event occurs, thus

improving emergency response capabilities. Detailed setup instructions are as follows:

) Dashboard

[[@ Device Discovery
HI pevice Management

(D Alerts Gonfiguration

B vrogs v
83 settings ~
User Management

Motification Settings

Application Settings

IRMAgent Repository

2 © ©® N o g bk~ 0N =

Dashboard Hoification 5 *

€5} settings / Notification Settings

IRM Notification Settings

1RM allows you to notify selected users of potential issues via smils and IRM notifications when the specified conditions are met, Spcify the following settings.

SMTP Configuation
Selectanemsilsscont | Custem
o SMTP Server: SNITP Server Adcress
SUTP Fort Fort
Email I Email Address
0... =
o Password Password
ﬂ Secure Connection Secure Connection

Samd Tazt M

et Hotification Settings

Generate IRMAgent Alert i the Alert Condition |5 met and stays sctivefor 5 = Mins

o + Enstlz Email notifications for IRKAgent Alerts

@ Send Emad Notification for IRMAgent Alerts and |PMI events every. §

Hotification Group

2 | Mins

Please selsct the ussrs for the Each userfrom

4 adiUze Des e

azviel.

Jent natfication,

User Name

admin

Role

Admin

Email

steveleng@ieiworid.com

SMTP server location
SMTP server port
E-mail account
E-mail password

Secure connection mode

The list of accounts that need to be notified
SMTP type

Whether to enable e-mail sent Agent alert

0. Time interval for sending repeat alerts

How long after an alert condition has lasted before sending an alert

-
r
153
-
-
-




8.3 Application Settings

Application Settings let users adjust the system log files and video retention settings according to

their needs, users can also adjust real-time data and automatic device scan period based on

performance.

®

[ﬁ Device Discovery @ Settings / Application Settings

Dashboard Dashboard Application Se... x

I“ Device Management +»

(D Alerts Configuration

Log Retention Settings

0 Alert Log 1 Week -

@ Logs v a System Log: 1 Week -

@ Settings .~ ° Historic Data Logs: 1 Week -

o 0N~

User Management
g Data collection on devices

Hotification Settings Interval between periodic scans on ] .
remote devices (minutes):
Application Settings Interval between real-time scans on 10 .

remote devices (seconds):
IRMAgent Repository

i

® admin  ~

« [_ww ]

Alert log retention period
System logs retention period
Historical data log retention period

Device scan and automatic refresh period

Real-time data automatic refresh period




8.4 IRMAgent Information

Select "IRMAgent Repository” in the Settings page to list the currently supported operating system

platforms and their Agent versions.

@ Dashboard Dashboard Application Se...

[B Device Discovery £§3 Settings / IRMAgent Repository

”I Device Management

IRMAgent Pkg. Name
(D Alerts Configuration

IRMAgent-Windows-x86_64-Setup (64-bit)
B Logs v
@ Settings A

User Management
IRMAgent-Ubuntu-x86_64-Setup (64-bit)
Notification Settings

Application Settings

IRMAgent-Debian-x86_64-Setup (64-bit)
IRMAgent Repository

IRMAgent-CentOS-x86_64-Setup (64-bit)

«

& 0O
X IRMAgent Rep... x
IRMAgent Ver.. | Target 0S5
v0.1.7 Windows 7, Windows 8/8.1, Windows 10, Windows 11,

v0.1.7

v0.1.7

v0.1.7

Windows Server 2012, Windows Server 2016, Windows

Server 2019, Windows Server 2022

Ubuntu 16.04, Ubuntu 18.04, Ubuntu 20.04, Ubuntu

22.04

Debian 8, Debian 9, Debian 10, Debian 11

CentOS 7

® admin ¥

c @

Download...

Ea
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